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Executive summary 
 

On 8 February 2018, Exercise Cerberus was conducted at the  

 to assess Public Health England’s draft revised  

 in enabling the organisation’s 

preparedness and response to public health emergencies and business continuity 

incidents. 

 

Participation in the exercise was restricted to Public Health England’s Centres, 

Regions and national level organisations and feedback indicated that the exercise 

was considered to be a valuable opportunity for participants to explore key issues of 

incident response procedures detailed within PHE’s proposed revised . 

There were 12 lessons identified from this exercise, which focused on five main 

headings aligned to the exercise objectives. The main lessons were:  

• The  needs clarification on the response levels in particular for the 

Routine and Standard response levels.  Participants at Exercise Cerberus 

thought that this was a significant issue 

• The response roles from Centres through to National level would benefit from 

a systematic review to ensure that all roles are mutually supportive in a 

coordinated and effective manner.  For example, the draft  does not 

include the key role of local /Centre level leadership during an incident and 

there can be duplication between the Strategic Director and the Incident 

Director 

• All the incident roles should include a description and an action card.  If this 

information is not included in the , then the document that contains it 

should be clearly referenced 

• The  should incorporate PHE’s Business Continuity Management 

processes and the Dynamic Risk Assessment needs to be developed further; 

in particular the Incident Management Arrangements should include business 

continuity events 

• More clarity is required in the  about coordination with Devolved 

Administrations and how they can access the Emergency Coordination of 

Scientific Advice arrangements 

 

A full list of lessons identified is included at Appendix A. 
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1. Introduction 

This report describes the design, delivery and outcomes of the exercise that was held 

on 8 February 2018. The exercise was designed to assess Public Health England’s 

(PHE) draft revised  in enabling 

the organisation’s preparedness and response to public health emergencies and 

business continuity incidents. PHE’s Emergency Response Department (ERD) was 

tasked to design, deliver and evaluate an exercise to help assess the revised  

before it is formally reviewed by PHE’s EPRR Oversight Group (PHE EPRR OG) 

 

The exercise scoping document was reviewed and agreed by PHE’s EPRR Delivery 

Group and subsequently by the Oversight Group on 6 December 2018.  Due to 

PHE’s ongoing concurrent responses to seasonal influenza and to outbreaks of avian 

influenza, the exercise scope and scenario were adjusted at short notice to reduce 

the required participation from Centres and Regions. 

 

In advance of the exercise, an extensive consultation process across PHE on the 

proposed draft  had been completed. 

 

 

2. Aim and objectives 
 

2.1  Aim 
To assess Public Health England’s draft revised  

 in enabling the organisation’s preparedness and response to public 

health emergencies and business continuity incidents. 

 

2.2 Objectives 
The objectives for the exercise were: 

 

1. To assess the incident response procedures detailed within PHE’s 

revised ; 

 

2. To clarify and confirm the role of the Strategic Response Group, the 

Strategic Director, the Incident Director, the Incident Management 

Team(s) and the Centres & Regions Operations Cell; 

 

3. To clarify and confirm the internal coordination and communication 

processes between the Strategic Response Group, the Strategic 

Director, the Incident Director, the Incident Management Team(s) and 

the Centres & Regions Operations Cell; 
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4. To assess PHE’s processes to provide effective specialist advice and 

messages to the public, health professionals and organisations during a 

response; and 

 

5. To assess PHE’s mutual aid and business continuity arrangements 

whilst responding to incidents that impact on the delivery of its core 

business functions. 
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Disclaimer 

The exercise scenarios are entirely fictitious and are intended for training and 

exercise purposes only. The exercise report is provided by Public Health England 

and is subject to © Crown Copyright 2018.  

This report has been compiled from the comments made by the participants during 

the exercise and the observations of facilitators and note takers. The report’s author 

has tried to assimilate this information in an impartial and unbiased manner to draw 

out the key themes and lessons: the report is not a verbatim account of the exercise. 

The report is then quality checked by the senior management within PHE’s 

Emergency Response Department before it is released to the sponsoring 

organisation. 

The lessons identified in the report are not therefore necessarily PHE’s corporate 

position; they are evidenced on the information gathered at the exercise and 

interpreted in the context of ERD’s experience and judgement. It is suggested that 

the lessons identified are reviewed by the appropriate organisations to assess if any 

further action is required. 

 

 

 
Public Health England  
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